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» Vehicle Systems Approach to
Cybersecurity with Definitions

» Passenger Vehicle Event Data
Recorder Research

» Heavy Vehicles and SAE J1939
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» Cybersecurity
» Epiphanies Along the Way

» Pqaths To Systems Engineering
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» QOpservations and Discussion




What is Cybersecuritye

Cybersecurity is the art of protecting networks, devices, and data from unauthorized
access or criminal use. (https://www.us-cert.gov/ncas/tips/ST04-001)

» CI|A for Data » The three A’s (AAA)

» Confidentiality: Can the data be » Authenticafion: Is the user or
kept secrete device who they say they are?

» |nfegrity: Is the data the same as » Authorization: Is the user or device
when it was generated? allowed to do something?

» Availability: Can the right people = Is the system in a stafe fo accepf
access the data at the right time?2 commands for actions?

» Audifing: Do we know who did
what?

Cybersecurity is a verb:
A process of continuously understanding risks, vulnerabilities, and
Implementing mitigations.

Consequence: There is not an end-state for cybersecurity —it's an
iterative process of determining requirements, risks, and mitigations.



Road Venhicles - Cybersecurity Engineering
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What is Digital Forensicse

» Digital forensics is a branch of forensic science
encompassing the recovery and investigation of material
found in digital devices.
(https.//en.wikipedia.org/wiki/Digital forensics)

» Forensic soundness gives reasonable assurance that digital
evidence was not corrupted or destroyed during
investigative processes whether on purpose or by

accident.

Meaning: confidence in the interpretation of data.

Error Detection: predicting and handling of issues during the
forensic process.

Transparency: following a documented and verifiable process
Experience: properly trained investigators
Integrity: be able to verify data has not been altered

» Some Electronic Control Modules/Units (ECMs or ECUs)
record interesting digital information.

Johnson, J., Daily, J., and Kongs, A., "On the Digital Forensics of Heavy Truck Electronic Control Modules," SAE Int. J. Commer. Veh. 7(1).72-
88, 2014, https://doi.org/10.4271/2014-01-0495.

Daily, J., DiSogra, M., and Van, D., "Chip and Board Level Digital Forensics of Cummins Heavy Vehicle Event Data Recorders," SAE Technical
Paper 2020-01-1326, 2020, https://doi.org/10.4271/2020-01-1326.
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https://doi.org/10.4271/2020-01-1326

Origins and Progress

How a mechanical engineer becomes interested FUNDAMENTALS of

in cybersecurity... TRAFFIC CRASH

» |nferest in Traffic Crash Reconstruction RECONSTRUCTION
= Wrofe the book Volume 2 of the Traffic Crash Reconstruction Series
» Performed crash tests gally s:2higemues SDally

» [Evolved to Digital Forensics

» Bosch Crash Data Retrieval for Air Bag Modules

» Accuracy of Stored Network Data

» Theory: Compare Network Traffic to External
Reference to determine EDR accuracy

= SAE 2012-01-1000
= SAR 2012010797 i et

» Need to “hack” the CAN bus to correlate
measurements...




Passenger Vehicle Air Bag Module Data

» Recorded crash pulse (Delta-V) and
pre-impact vehicle operation

» Data can compliment physics-based
traffic crash reconstructions

» Started with GM vehicles as early as
1994

» Toyota and Ford released tools
(through the Bosch CDR kit) around
2001

» NHTSA Rule 563 mandates minimum
data elements and tool availability in
2012.

» Nearly all newer cars have event
recordings

$49 Airbag Module Reset | 24 Hour Reset & Return Service
www.myairbags.com/Airbag-Reset/Service v (877) 688-6534

Nation's #1 Airbag Module Reset Specialists! 100% Guaranteed & Lifetime Warranty. We Reset &
Clear All Fault Codes! Over 1 Million Parts Serviced. Get Started Today. Money Back Guarantee.
150,000+ Happy Customers. Supenor Customer Support. 1 Million+ Parts Serviced.

Airbag Module Reset - from $49.00 - 24 Hour Airbag Reset - More =
‘ .. 3 \
% "
\

help.myairbags.com

To remove your airbag module, follow these
steps:

1. Locate SRS airbag computer module.

2. After you've found the SRS computer module,
disconnect the positive battery cable.

3. Wait three minutes, and then unplug the airbag
control module harness wiring plugs.

4. Send the airbag computer module to us for airbag module reset.

Airbag Module Resets - We Can Fix Your Airbag For Hundreds Less ...

https://www.myairbags.com/airbag-module-reset/

© About this result B Feedback






THE UNIVERSITY of

TULSA

Crash Reconstruction
Research Consortium

Crash Testing

» Understand dynamics of & BOSCH GDR rerrievar
crashes

» Compgre insfrumenfed Tesf 2G1WS551269435709 Longitudinal Axis Deployment Data *ggyor_ded
data to event data recorder - Chano
information

» 5 seconds of pre-crash data

» Crash Delta-V (from
accelerometer) o \

: |
Strategy: E \\ G\}[‘

» CAN data comparison for d ae |l|
pre-crash data o i |
19.08 |
» Accelerometers for crash o
pUlseS meOSUremenTS -70 60 -50 40 -30 -20 -0 O 10 20 30 40 SDTi::]e?;:“"SIDiS:zO:‘D:S;m 120 130 140 150 160 170 180 190 200 210 220

Typical crash data from an airbag module.




CAN Bus
Reconnaissance

11

1. Record CAN data along with external
measurements during a dynamic maneuver

2. Group messages by ID

3. Generate all probable combinations of
data bytes

4. Plot the generated data interpretations

5. Determine the best fit to derive meaning
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Manual pattern recognition

Sample recording of a figure-8 maneuver in a parking lot.

Time History of CAN 1D 127 for bytes 0 and 1

Time History of CAN 1D 127 for bytes 2 and 3

Time History of CAN 1D 127 for byles 4 and 5

Time History of CAN 1D 127 for byltes 6 and 7

7 . . 3
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Maybe a machine can do this for us now...



Epiphany #1:
Humans are pretty good af
recognizing patterns




1. Record CAN data while

Mechanical Hacking praking hard.

2. Tap the mallet to set non-
deployment events in the
airbag module.

3. Recover airbag module data
and compare to the newly

discovered decoding for CAN
traffic.

Accelerometer

Dowel Rod

Air Bag Module

Ruth, R., Bartlett, W., and Daily, J., "Accuracy of Event Data in
the 2010 and 2011 Toyota Camry During Steady State and

Braking Conditions," SAE Int. J. Passeng. Cars - Electron. Electr.
Syst. 5(1):358-372, 2012, https://doi.org/10.4271/2012-01-0999.
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Safe and Repeatable Event Setting
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Forensic data and lab data are synchronized
SO We Ccan assess accuracy in time and value.



Epiphany #2:
Understanding the vehicle network is
crifical to forensics.




Unlock your door with a computer




Epiphany #3:
Messing around with vehicle networks
s fun!




Crash Testing... for Science

» 2011 lllinois Association of Technical Accident Investigators (IATAI)
» GMC Envoy vs Mini Cooper

» Cable pull system on a non-used section of an airport

» Recorded CAN on Mini-Cooper

» Validated accelerometer readings from the Envoy Airbag Module
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Making use of a Crash Test

The Mini
Cooper Alarm
Clock Cluster

How to Hack Your Mini Cooper: Reverse Engineering CAN
Messages on Passenger Automobiles

Jason Staggs
University of Tulsa
Institute for Information Security
Crash Reconstruction Research Consortium

jason-staggs@utulsa.edu

ABSTRACT (NRZ) format over the wire, and facilitates the use of automatic
collision detection with arbitration. Essentially, any message sent
With the advent of modern vehicular technology, the out by any node on a CAN network will be seen by all other
computerized components of passenger vehicles have become nodes [4]. European manufactured automobiles were -early
increasingly interconnected to facilitate automotive efficiency, adopters of CAN networks. However, since 2008, all cars sold in
P DU B, PR . RS | PROSU SR . PRSP, | L DRSSPI | PR A Bl T 1 - L - 1 P AT 1 1~

https://www.defcon.org/images/defcon-21/dc-21-presentations/Staggs/DEFCON-21-Staggs-How-to-
Hack-Your-Mini-Cooper-WP.pdf




Class Projects turn into Defcon
Presentations

Vehicle and
Industrial
Communication
Systems

How to Hack Your Mini Cooper:

Reverse Engineering CAN Messages
on Passenger Automobiles

Jason Staggs

DEF CON 21 - Jason Staggs - How to Hack Your Mini Cooper
5,507 views

CAN Clock:
Hours on speedometer, minutes on tachometer




Epiphany #4:
Students like hands-on vehicle
networking projects




Example Forensic Recovery

IPTM Special Problems 2015

Transit Bus Vs School Bus




Recovery of Data

File View Diagnostics Information Service Utilities Help
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& B & W W s

Snapshot: 9608:00:55 External Trigger- External Switch 10/23/2009 6:08:17 AM
l'l..-l.ll I20L Cw..mn
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25,360, 0.0

ECM Snapshots

U_g_é 13151:53:53 Diagnostic 164- 3 Injection Actuation Pressure voltage high (13) 5/21/2015 12:41:04 PM
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Recovery of Data
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Recovery of Data

File View Diagnostics Information Utilities  Help
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But we know data exists!

Data Bus was Recorded Network Logs from ET
During the Crash Showed Data for Quickstop

File Edit Search View Encoding Language Settings Macro Run Plugins Window ? X
sHHR 3G 4 BDioe s 23 BRI EZEAL|IDENNEIEayEg

[ tuncated-rafiic ¢ £ |

1 02,RmM,21,4096,1,00,01,84,de, 80, fe, ac, 90,d3,03,01, 00, 01, 01, 22,72,05,2d,07,79, 98, -
02,RM, 18,4096,1,00,01, 84, 2,80, fe,ac, %0,d3,03,01, 00,01, 02, 20,00, 31,00,

02,RM, 22,4096,1,00,01,85,09,80,fe,ac,%0,d3,03,01,00,01,03,b3,51,08,b4,98,08,b5,1b,
02,RM, 21,4096,1,00,01,85,83,80, fe,ac, %0,d3,03,01,00,02,01,22,7b,05,2d,07,79, 98,
02,RM, 18,4096,1,00,01,85,97,80,fe,ac,90,d3,03,01,00,02,02,20,04,31,00,

02,RM, 22,4096,1,00,01, 85, as, 80, fe,ac, %0,d3,03,01,00,02,03,b3,85,08,b4,98,08,b5,1b,
02,RM, 21,4096,1,00,01,86, 28,80, fe,ac,%0,d3,03,01,00,03,01,22,80,05,2d,07,79, 98,
02,RM, 18,4096,1,00,01,86,3b,80,fe,ac,90,d3,03,01,00,03,02,20,04,31,00, 1
02,RM, 22,4096,1,00,01, 86, 53,80, fe,ac,90,d3,03,01,00,03,03,b3,91,08,b4,98,08,b5,1b,
02,RM, 21,4096,1,00,01,86,cd, 80, fe,ac,90,d3,03,01,00,04,01,22,77,05,2d,07,79, 98,

02,RM, 18,4096,1,00,01,86,e0,80, fe,ac, %0,d3,03,01, 00,04, 02,20,05,31,00,

02,RM, 22,4096,1,00,01,86,f8,80, fe,ac,9%0,d3,03,01,00,04,03,b3,5¢c,08,b4,98,08,b5,1b,
02,RM, 21,4096,1,00,01,87,72,80,fe,ac,90,d3,03,01,00,05,01,22,6£,05,2d,07,79, 98,

02,RM, 18,4096,1,00,01,87,86,80, fe,ac,%0,d3,03,01, 00,05, 02,20,06,31,00,

02,RM, 22,4096,1,00,01,87,59d,80, fe,ac,%0,d3,03,01,00,05,03,b3,5£,08,b4,98,08,b5,1b,
02,RM, 21,4096,1,00,01, 88, 44,80, fe,ac, %0,d3,03,01,00,0¢,01,22,74,05,24d,07,79,98,

02,RM, 18,4096,1,00,01, 88,57,80, fe,ac, %0,d3,03,01, 00,06, 02,20,07,31,00,

02,RM, 22,4096,1,00,01, 88, 62,80, fe,ac,%0,d3,03,01,00,06,03,b3,96,08,b4,98,08,b5,1b,
02,RM, 21,4096,1,00,01, 88, f8,80, fe,ac,%0,d3,03,01,00,07,01,22,84,05,2d,07,79, 98,

02,RM, 18,4096,1,00,01,89,0b,80, fe,ac, %0,d3,03,01,00,07,02,20,09,31,00,

02,RM, 22,4096,1,00,01,89,23,80, fe,ac,%0,d3,03,01,00,07,03,b3,9c,08,b4,98,08,b5,1b,
02,RM, 21,4096,1,00,01,89, 9,80, fe,ac,%0,d3,03,01,00,08,01,22,83,05,2d,07,79, 98,

02,mM, 18,4096,1,00,01,89,b0, 80, fe,ac, %0,d3,03,01, 00, 08,02, 20,0a, 31,00,

02,RM, 22,4096,1,00,01,89,¢7,80, fe,ac,9%0,d3,03,01,00,08,03,b3,599,08,b4,98,08,b5,1b,
02,RM, 21,4096,1,00,01, 8a, 9¢, 80, fe,ac, 90,d3,03,01,00,09,01,22,78,05,2d,07,79, 98,

02,RM, 18,4096,1,00,01, 8a,af, 80, fe,ac, %0,d3,03,01, 00,09, 02, 20, 0b, 31,00,

02,RM, 22,4096,1,00,01, 8a,c6,80, fe,ac,%0,d3,03,01,00,09,03,b3,98,08,b4,98,08,b5,1b,
02,RM, 21,4096,1,00,01, 8b, 40,80, fe,ac, %0,d3,03,01, 00, 04,01, 22, 6¢,05,2d,07,79, 98,

02,RM, 18,4096,1,00,01, 8b, 54,80, fe,ac, %0,d3,03,01, 00, 04, 02,20, 0c, 31,00,

02,RM, 22,4096,1,00,01, 8b, éb, 80, fe,ac,%0,d3,03,01,00,0a,03,b3,93,08,b4,98,08,b5,1b,
02,RM, 21,4096,1,00,01, 8¢, 03,80, fe,ac, %0,d3,03,01, 00, 0b,01,22,73,05,2d,07,79, 98,

02,RM, 18,4096,1, 00,01, 8¢, 16,80, fe,ac, %0,d3, 03,01, 00, 0b, 02, 20, Oe, 31, 00,

N2 BM 22 400A 1 00 N1 8~ 2= 80 fe ac 00 A2 02 01 00 0h N2 h2 26 N8 h4 08 08 hS 1h

Normal text file length:11232  lines: 145 Ln:1 Col:1 Sel:0|0 UNIX UTF-8 INS
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Data Extraction Algorithm




J1708 Network Analysis

= £ )
pox (JHSI\NTUCRRC\IPTM 2015\CAT HVEDR Data\bus-bus-crash\bus-bus.txt - Notepad++ [Administrator] { The PC s ays send me the
data from frame 48.

Language Settings Macro Run  Plugins  Window 7

| |ﬁﬂbﬂ|%$|n_'.~'_t_!_|f‘d |IL:IBI_I|IE| ] |E&'5’E
]

02,RM,13,4096,1,00,01,a4, 48,80, fe,ac, 90,d1,03,01,00,2f,
02,sM™,00,6,0,0,06,ac, fe, 80,70,d3,
02,RM,21,4096,1,00,01,a4,8c, 80, fe,ac, 90,d3,03,01,00,
02,RM,18,4096,1,00,01,a4, 9f, 80, fe,ac, 90,d3,03,01,0
02,RM,22,4096,1,00,01,a4,b7,80, fe,ac, 90,d3,03,0
[uz,sm,aa,10,0,0,06,ac,fe,80,80,d1,03,01,00,30,]
02,RM,13,4096,1,00,01,a4, tc,80, te,ac,90,d1,03,01,00, 30,
02,s™,00,6,0,0,086,ac, fe, 80,70,d3,
02,RM, 21,4096,1,00,01,a5, 32, 80, fe, ac, 90,d3,03, 01,00, 30,01,22,00,00,2d,07,79, 98,
02,RM, 18,4096,1,00,01,a5, 45, 80, fe, ac, 90,d3,03, 01,00, 30,02, 20,04, 31,00,
02,RM, 22,4096,1,00,01,a5, 5¢c, 80, fe, ac, 90,d3,03, 01,00, 30,03,b3, fc,02,bd, a0, 0f,b5, 00,
02,sM,00,10,0,0,06, ac, fe, 80, 80,d1,03,01,00, 31,
02,RM,13,4096,1,00,01,a5, 92, 80, fe,ac, 90,d1,03, 01,00, 31,
02,sM,00,6,0,0,06,ac, fe, 80,70,d3,

r22,%e,00,24,07,79, 88,
t,02,20,06,31,00,
0,2f,03,b3,£c,02,b4,a0,0£,b5,58,

0z,s™,00,¢6,0,0,06,ac,fe,80,70,d3,
0z,s™,00,¢6,0,0,06,ac,fe,80,70,d3,
cz,s™,00,6,0,0,06,ac,fe,80,70,d3,

1 | 3

length : 85965 lines: 1056 Ln:903 Col:51 5el:0|0 Dos\Windows UTF-8 INS




J1708 Network Analysis

-
b-c::c.EJHSI]\TUCRRC"-.IPTM 2015\CAT HVEDR Data‘\bus-bus-crash\bus-bus.txt - Notepad++ [Administrator] ( ECM SayS, “Are you ready for@
Language Settings Macro Run  Plugins  Window 7 . th X

| FENETCCIERY, X TS SE metos”endthedatalnthe48
1 frame?
02,RM™,13,40%¢,1,00,01,=24,48,80, fe,ac,%0,d1,03,01,00,2F, i

0z,s™,00,6,0,0,06,ac,fe,80,70,d3,

0z2,rM,21,405%6,1,00,01,24, 8c,80, fe,ac,%0,43,03,01,00,2£,01,22,%9e,0

0z,rM,15,405%6,1,00,01,24,5£,80, fe,ac,%0,d3,03,01,00,2£,02, 20

0z,rM,22,405%6,1,00,01,24,b7,80,fe,ac,%0,d3,03,01,00,2L,

0z2,s™,00,10,0,0,06,ac,fe,80,80,d1,03,01,00,30,
[UE,RM,lS,4096,1,00,Ul,aé,fc,Bﬂ,fe,ac,QD,dl,GB,Ul,DU,BD,]

uvz,sM,0U,6,U,0,Uc,ac, e, cl, fU,d3,

0z2,rM,21,40%6,1,00,01,a5,32,80, fe,ac,%0,d3,03,01,00,30,01,22,00,00,24,07,7%, 98,

02,RrRM,186,40%¢,1,00,01,a5, 45,80, fe,ac, %0,d3,03,01,00,30,02,20,04, 31,00,

0z2,rM,22,40%6,1,00,01,a5, 5c,80, fe,ac,%0,d43,03,01,00,30,03,b3,fc,02,b4,a0,0£f,b5,00,

0z,ss,00,10,0,0,06,ac, fe,80,80,d4d1,03,01,00, 31,

0z,RM,13,40%6,1,00,01,a5,592,80, fe,ac,%0,d1,03,01,00, 31,

02,s™,00,6,0,0,06,ac,fe,80,70,d3, B

/

c,02,bd4,a0,0Lf,b5,85E,

0z,s™,00,¢,0,0,06,ac,fe,B80,70,d3,
0z,s™,00,¢,0,0,06,ac,fe,B80,70,d3,
0z,s™,00,¢,0,0,06,ac,fe,B80,70,d3, i

1 | 3

length : 85965 lines: 1056 Ln:903 Col:51 5el:0|0 Dos\Windows UTF-8 INS




J1708 Network Analysis

= " )
box (JHSINTUCRRCAIPTM 2015\CAT HVEDR Data\bus-bus-crash\bus-bus.tut - Notepad++ [Administrator] ( PC says, “OK, I'm ready’
please send your data.”

Language Settings Macro Run  Plugins  Window 7

| |ﬁﬂbﬂ|%$|n_'.~'_t_!_|f‘d |IL:IBI_I|IE| ] |E&'5’E
]

0z2,RM,15,405%6,1,00,01,=24,48,80, fe,ac,%0,d1,03,01,00, 2L,
cz,s™,00,6,0,0,06,ac,fe,80,70,d3,
oz,rM,21,405%6,1,00,01,24,8c,80,fe,ac,%0,d3,03,01,00,2£,01,22, 5,00
0z,rM,16,405%6,1,00,01,=24,5%,80, fe,ac,%0,d43,03,01,00,2£,02,20,0p
0z,rM,22,405%6,1,00,01,24,b7,80, fte,ac,%0,d3,03,01,00,2L£,03,
cz2,sM,00,10,0,0,06,ac, fe,80,80,d1,03,01,00, 30,
N2, BmM, 13, 409%6,1, 00, 01,34, Ffc B0, fe, ac, 80,41,03,01,00
[DE,SM,DD,E,U,D,Dﬁ,ac,fe,ﬂﬂ,?ﬂ,dB, ]
0z,pM,21,40%6,1,00,01,a5,32,80, fe,ac,%0,d43,03,01,00,30,01,22,00,00,24,07,7%9, 98,
02,rM,18,40%6,1,00,01,a5,45,80, fe,ac,%0,d43,03,01,00,30,02,20,04,31,00,
0z2,rM,22,40%6,1,00,01,a5, 5c,80, fe,ac,%0,d43,03,01,00,30,03,b3,fc,02,b4,a0,0£,b3,00,
cz,sw,00,10,0,0,06,ac, fe,B80,80,d1,03,01,00, 31,
0z2,RM,13,40%6,1,00,01,a5,%2,80, fe,ac,%0,d1,03,01,00, 31,
oz,s™,00,6,0,0,06,ac,fe,B80,70,d3,

(bd,a0,0Lf,b5,886,

0z,s™,00,¢6,0,0,06,ac,fe,80,70,d3,
0z,s™,00,¢6,0,0,06,ac,fe,80,70,d3,
cz,s™,00,6,0,0,06,ac,fe,80,70,d3,

1 | 3

length : 85965 lines: 1056 Ln:903 Col:51 5el:0|0 Dos\Windows UTF-8 INS




J1708 Network Analysis

-
box (JHSINTUCRRC\IPTM 2015\CAT HVEDR Data\bus-bus-crash\bus-bus.txt - Notepad++ [Administrator] ( ECM sends all the requested E
Language Settings Macro Run  Plugins  Window 7 : X

| et x| BB 1 (DD o] ® T data for that frame in 3 J1708
|| messages.
02,RM,13,40%6,1,00,01,24,48,80,fe,ac,%0,d1,03,01,00,2¢L, i

cz,s™,00,6,0,0,06,ac,fe,80,70,d3,
0z,rM,21,405%6,1,00,01,24, 8c,80, fe,ac,%0,d3,03,01,00,2£,01,22, 5,00,
0z,rM,15,40%6,1,00,01,24,5%,80, fe,ac,%0,d3,03,01,00,2£,02,20,06, 31
0z2,rM,22,405%6,1,00,01,24,b7,80, fe,ac,%0,d3,03,01,00,2£,03,b3, fc,
cz2,sM,00,10,0,0,06,ac, fe,80,80,d1,03,01,00, 30,
02,rRM,13,40%¢,1,00,01,24, fc, 80, fe,ac, %0,d1,03,01, 00, 30,
0z,s™,00,6,0,0,06,ac,fe,B80,70,d3,
0z,pM,21,40%6,1,00,01,a5,32,80, fe,ac,%0,d43,03,01,00,30,01,22,00,00,24,07,7%9, 98,
02,rM,18,40%6,1,00,01,a5,45,80, fe,ac,%0,d43,03,01,00,30,02,20,04,31,00,
0z2,rM,22,40%6,1,00,01,a5, 5c,80, fe,ac,%0,d43,03,01,00,30,03,b3,fc,02,b4,a0,0£,b3,00,
cz,sw,00,10,0,0,06,ac, fe,B80,80,d1,03,01,00, 31,

0z2,RM,13,40%6,1,00,01,a5,%2,80, fe,ac,%0,d1,03,01,00, 31,

oz,s™,00,6,0,0,06,ac,fe,B80,70,d3, B

/

,0f,b5,58,

0z,s™,00,¢6,0,0,06,ac,fe,80,70,d3,
0z,s™,00,¢6,0,0,06,ac,fe,80,70,d3,
cz,s™,00,6,0,0,06,ac,fe,80,70,d3, s

1 | 3

length : 85965 lines: 1056 Ln:903 Col:51 5el:0|0 Dos\Windows UTF-8 INS




J1708 Network Analysis

b-c:c-(jHSD\TUCRRC\JPTM 2015\CAT HVEDR Data\bus-bus-crash\bus-bus.txt - Notepad++ [Administrator] ( PC sends a mess age to E
request the data for frame 49.

Language Settings Macro Run  Plugins  Window 7

| |ﬁﬂbﬂ|%$|n_'.~'_t_!_|f‘d |IL:IBI_I|IE| ] |E&'5’E
]

02,RM,13,4096,1,00,01,a4, 48,80, fe,ac, 90,d1,03,01, 00, 2f,
02,sM,00,6,0,0,06,ac, fe,80,70,d3,
02,RM,21,4096,1,00,01, a4, 8c, 80, fe,ac, 90,d3,03,01,00,2f, 01,22, 9¢, 00,
02,RM, 18,4096,1,00,01, a4, 9f, 80, fe, ac, 90,d3, 03,01, 00, 2f, 02, 20, 06,
02,RM,22,4096,1,00,01,a4,b7,80, fe,ac, 90,d3,03,01,00,2f,03,b3, £
02,sM,00,10,0,0,06, ac, fe, 80, 80,d1, 03,01, 00, 30,
02,RM,13,4096,1,00,01, a4, fc, 80, fe,ac, 90,d1, 03,01, 00, 30,
02,sM,00,6,0,0,06,ac, fe,80,70,d3,
02,RM,21,4096,1,00,01,a5,32,80, fe,ac, 90,d3,03,01, 00,
02,RM,18,4096,1,00,01,a5, 45,80, fe,ac, %0,d3,03,01,
02,RM,22,4096,1,00,01,a5, 5c, 80, fe,ac, 90,d3, 03,0
[ 02,sm,00,10,0,0,06, ac, f,80,80,d1,03,01,00,31,]
02,RM,13,4096,1,00,01,a5, 92,80, fe,ac, 90,d1,03,01, 00,31,
02,sM,00,6,0,0,06,ac, fe, 80,70,d3,

/

0,0f,b5,598,

f22,00,00,24,07,79,88,
0,02,20,04,31,00,
0,30,03,b3,fc,02,b4,a0,0f,b5,00,

0z,s™,00,¢6,0,0,06,ac,fe,80,70,d3,
0z,s™,00,¢6,0,0,06,ac,fe,80,70,d3,
cz,s™,00,6,0,0,06,ac,fe,80,70,d3,

1 | 3

length : 85965 lines: 1056 Ln:903 Col:51 5el:0|0 Dos\Windows UTF-8 INS




J1708 Network Analysis

= g )
pox (JHSI\NTUCRRC\IPTM 2015\CAT HVEDR Data\bus-bus-crash\bus-bus.txt - Notepad++ [Administrator] ( ECM says, “Are you ready for
me to send data?”

Language Settings Macro Run  Plugins  Window 7 X

| |ﬁﬂ£h| - ] $|L:1fj|f1 nlEiﬁ]lﬂlal_J|E] ] | E AV X

1]
02,BM™M,13,40%6,1,00,01,24, 48,80, fe,ac,%0,d1,03,01,00,2£, i
o2,sm,00,6,0,0,06,ac,fe,80,70,d4d3, 4//
o2,R™M,21,40%6,1,00,01,24,8c,80, fe,ac,%0,d43,03,01,00,2£,01,22, %=, 00,
02,B™,18,40%6,1,00,01,24,%£,80, fe,ac,%0,d3,03,01,00,2£,02,20,086, 31
02,RM,22,40%6,1,00,01,24,b7,80, fe,ac,%0,d3,03,01,00,2£,03,b3, fc,
oZ,sm™,00,10,0,0,06,ac, fe,80,80,4d1,03, 01,00, 30,
02,RM,13,40%¢,1,00,01,24, £fc,80, fe,ac,%0,4d1,03, 01,00, 30,
2,sm™,00,6,0,0,06,ac,fe,B80,70,d3,
02,BM™M,21,40%¢,1,00,01,a5,32,80,fe,ac,%0,d3,03,01,00,30,01,2
02,BM™,18,40%¢,1,00,01,a5,45,80, fe,ac,%0,d3,03,01,00,30,02
02,RM™M,22,40%¢,1,00,01,a5, 5¢c, 80, fe,ac,%0,d3,03,01,00,30,0
02,5M,00,10,0,0,06,ac,fe,80,80,41,03,01,00,37

| 02,BM™M,13,40%¢,1,00,01,a5,%2,80, fe,ac,%0,d1,03,01,00, 31,
U, oM, UU,6,0,U,Ub,ac, Te,cl, /U,ds, A
o2,s™,00,6,0,0,06,ac,fe,80,70,d3,
o2,s™,00,6,0,0,06,ac,fe,80,70,d3,
o2,sm™,00,6,0,0,06,ac,fe,B80,70,d3, -

1 | 3

0f,b5,86,

,00,2d,07,79,88,
04,31,00,
3,fc,02,bd,a0,0£f,b5,00,

0,
0,

length : 85965 lines: 1056 Ln:903 Col:51 5el:0|0 Dos\Windows UTF-8 INS




J1708 Network Analysis

/
= = , “Yag ” )
ox (JHSINTUCRRCAIPTM 2015\CAT HVEDR Data\bus-bus-crash\bus-bus.tut - Notepad++ [Administrator] PC S ays Yes
, .

Language Settings Macro Run  Plugins  Window 7

| i xx| BRI =1[EEERAL=|E® MWE = av =
1]

02,RM, 13,4096,1,00,01,a4, 48, 80, fe, ac, 90,d1, 03, 01,00, 2f,
02,sM,00,6,0,0,06,ac, fe, 80,70,d3,
02,RM, 21, 4096,1,00,01,a4, 8c, 80, fe, ac, 90,d3, 03, 01,00, 2f, 01, 22, 9e, 00
02,RM, 18, 4096,1,00,01,a4, 9f, 80, fe, ac, 90,d3, 03, 01,00, 2f, 02,20, 06
02,RM, 22, 4096,1,00,01,a4,b7, 80, fe, ac, 90,d3, 03, 01,00, 2f, 03, b3
02,sM,00,10,0,0, 06, ac, fe, 80, 80,d1, 03,01, 00, 30,
02,RM, 13, 4096,1,00,01,a4, fc, 80, fe, ac, 90,d1, 03, 01, 00, 30
02,8M,00,6,0,0,06,ac, fe, 80,70,d3,
02,RM, 21, 4096,1,00,01,a5,32, 80, fe, ac, 90,d3, 701,22,00,00,2d,07,79, 98,
02,RM, 18, 4096,1,00,01,a5, 45, 80, fe, ac, 90,d3, 03 ,30,02,20,04,31,00,
02,RM, 22,4096, 1,00, 01,a5, 5¢, 80, fe, ac, 90,d3 1,00,30,03,b3, fc, 02,b4, a0, 0f, bS5, 00,
02,sM,00,10,0,0, 06, ac, fe, 80, 80,d1, 03,01
02,RM, 13, 4096,1,00,01,a5, 92,80, fe, ac
| 02,sM,00,6,0,0,06, ac, fe,80,70,d3, |
02,sM, 00, 6, 0,0, 06, ac, fe, 80, 70,d3,
02,sM,00,6,0,0,06,ac, fe, 80,70,d3,
02,5M,00,6,0,0,06,ac, fe,80,70,d3,

1 | 3

7a0,0f,b5, 598,

,dl,03,01,00,31,

length : 85965 lines: 1056 Ln:903 Col:51 5el:0|0 Dos\Windows UTF-8 INS




J1708 Network Analysis

= r )
box (JHSINTUCRRCAIPTM 2015\CAT HVEDR Data\bus-bus-crash\bus-bus.tut - Notepad++ [Administrator] ( PC says, “Rea”y! Yes.”

Language Settings Macro Run  Plugins  Window 7

| i xx| BRI =1[EEERAL=|E® MWE = av =
1]

0z2,RM,15,405%6,1,00,01,=24,48,80, fe,ac,%0,d1,03,01,00, 2L,
cz,s™,00,6,0,0,06,ac,fe,80,70,d3,
0z,rM,21,405%6,1,00,01,24,8c,80,fe,ac,%0,d3,03,01,00,2£,01,22,5e,00
0z,rM,16,405%6,1,00,01,=24,5%,80, fe,ac,%0,d43,03,01,00,2£,02, 20,06,
0z2,rM,22,405%6,1,00,01,=24,b7,80, fe,ac,90,d43,03,01,00,2L£,03,b3,
cz2,sM,00,10,0,0,06,ac, fe,80,80,d1,03,01,00, 30,
02,rRM,13,40%¢,1,00,01,24, fc, 80, fe,ac, %0,d1,03,01, 00, 30,
0z,s™,00,6,0,0,06,ac,fe,B80,70,d3,
02,pM,21,40%6,1,00,01,a5,32,80,fe,ac,9%0,d3,03,01,0
02,rM,18,40%6,1,00,01,a5,45,80, fe,ac,90,d3,03,0
0z,rM,22,40%96,1,00,01,a5,5c,80,fe,ac,90,d3,0
cz,s,00,10,0,0,06,ac,fe,B80,80,d1,03,01,0
0z2,RM,13,405%6,1,00,01,a5,592,80,fe,ac,9
oz,s™,00,6,0,0,06,ac,fe,B80,70,d3,
[ 0z,s™,00,¢6,0,0,06,ac,fe,80,70,d3,
0z,s™,00,¢6,0,0,06,ac,fe,80,70,d3,
cz,s™,00,6,0,0,06,ac,fe,80,70,d3,

1 | 3

al,0f,b5, 88,

1,22,00,00,24,07,79,88,
0,02,20,04,31,00,
00,30,03,b3,fc,02,b4,20,0£f,b5, 00,

(03,01,00,31,

length : 85965 lines: 1056 Ln:903 Col:51 5el:0|0 Dos\Windows UTF-8 INS




J1708 Network Analysis

Ve
box (JHSINTUCRRC\IPTM 2015\CAT HVEDR Data\bus-bus-crash\bus-bus.txt - Notepad++ [Administrator] ( PC says, “Seriously, send me E
Language Settings Macro Run  Plugins  Window 7 ” X

etk as B3R = EDELHD| S = a v x| YoUurdatal
]

02,RM™,13,40%¢,1,00,01,=24,48,80, fe,ac,%0,d1,03,01,00,2F, i

02,ss,00,6,0,0,06,ac,fe,80,70,d3, 4//

02,RM,21,40%¢,1,00,01,=24,8c,80, fe,ac,%0,d43,03,01,00,2f,01,22, S5, 00, p

02,RM,18,40%¢,1,00,01,=z4,%f,80, fe,ac, 90,d3,03,01,00,2f,02,20,06,

02,RM,22,40%¢,1,00,01,24,b7,80, fe,ac,%0,d3,03,01,00,2£,03,b3, 0,0f,b5,98,

o¢,sw,00,10,0,0,06, ac, fe,80,80,d1,03,01, 00, 30,

02,rRM,13,40%¢,1,00,01,24, fc, 80, fe,ac, %0,d1,03,01, 00, 30,

02,sws,00,6,0,0,06,ac,fe,B80,70,d3,

02,RM,21,40%6,1,00,01,55,32,80, fe,ac,%0,d43,03,01,00 . 22,00,00,24,07,79,58,

02,RM,18,40%6,1,00,01,25,45,80, fe,ac,%0,d43,03,01 ,02,20,04,31,00,

02,RM,22,40%6,1,00,01,25,5¢,80, fe,ac,%0,d3,03, £ 30,03,0b3,fc,02,b4,20,0£,b5,00,

02,s™,00,10,0,0,06,ac, fe,80,80,41,03,01,00,

02,RM,13,405%6,1,00,01,25,52,80, fe,ac, 50, 3,01,00,31,

02,s5™,00,6,0,0,06,ac,fe,80,70,d3, B

0z2,s™,00,6,0,0,06,ac,fe,B80,70,d3,

| 02,sM,00,6,0,0,06,ac, fe,80,70,d3, |
02,ss,00,6,0,0,06,ac,fe,B80,70,d43, -
1 | 3

length : 85965 lines: 1056 Ln:903 Col:51 5el:0|0 Dos\Windows UTF-8 INS




Cat Electronic Technician

Unable to retrieve snapshot data.




The data didn’t make sense.
Let’s figure it out using hacker tools...

» [Fuzzing or Black Box Approach

» Buyffer Overflows
» | ow Cost and Minimal Effort
» Static Analysis

» Decompiled Code

» Detailed Discovery

» Time Consuming
®» Dynamic Analysis

» Debuggers

» System Controls

» Development Tools




Passwords from diagnostic software
sniffed from memory

File View Debug Plugins Options Window Help
Elx] wn] w8 H L A ] L[E[M[T[w[H[c|/[K[B[R[..|5] E[E]?]
CPU - main thread, module Compress
T GIE] al
DEDD| CC INTZ « [ m— —

£4350EDZ| G INTS ECH pODEGEnS

£4320EDS| GO INTZ EDH QRBERA0R

£4320ED4| G INTZ EBX 0827ES24

£4320EDS| GO INTZ ESF GnZrEZSH

£4330EDE| CC INT2 EEF QZ7EZ6E

G4330ED%| O INTS EBT Bpescoac

£4330EDS| G INTZ EDT dnesrran

£4320EDA| GO INTZ EIP £433DEDE Compres:.c4330E08

€4330EDE| CC INT2 i
C @ ES 8923 S2bit @CEFFFFFEF)

£4330ENC CC e 1 ©2 0olE ZZhit Oi FFFFFFFF)

E43TLELD| CC T3 A1 55 Ba23 S2bit BIFFFFFFFF)

E4330EDE| € e Z G DS Ga%: SZbit @iFFFFFFFE)
S @ FS BA3E Z2hit PFFOFGEOFFF)

G43S0EED| ZEFF fiol EDT, E0T T1 G5 o@pe HOLL

gl s e 4

£4320EES| SB4S @a HOU EAX,DWORD PTR 55: [EBP+21 —|2 2 LastErr ERROR SUCCESS (aonanand)

G| & T [l erL woemaz1e (no, e, NE, B, NS, FE, GE, &1

£43Z0EES| ZEF1 HOD EST,ECH STA empty 9.0

£4320EEE| CPOG 2OB93464  |MOU OWORD PTR DS:[ESI],Corpress.6434B92 ST1 empty 0.0

643Z0EFL| SB42 B4 HOU ECX,OWORD FTR DS: LEAX+41 STZ =mpty 0.0

£4320EF4| S94E md HOU OWORD PTR DS:CEST+41,ECH 315 Enpry Ao

G4220EF7| SESE BS MOU EDX,DWORD PTR DS: [EAG+E] ST4 empty 0.8

gL BERD e

: +51, .
E4350EFF| Crde G0 pooooae| HOU DWORD PTR DSt CESI+C1.6 | 76 =noty 1. RaRAHEEEOAGEERR0G0
z21@ EsPUOZOI

FST 4028 Cond 1 8 8 9 Err 8@ 106 088 (ED
FOUl 62PF Frec MEAR,S3 fak 111111

Add RSCIL 4 | T Y
22 uae “ | pazrESFa| | @azvECES g

BOEZ2E452 F CfatProduct ion Confia Fi BaZFESF4 || Baanaaa5

g
BEEPESFC || B0E2E642| UNICODE "C:wUsers e s

BAZ7EADR | | GAEEE 10
eezPEAR || GEZFEALE| UNICODE "C: sers o
aaz7ERGE || GaEEEEmE

aazrERGC || FFFFEFFE
BRZCEALG | DESA004S G- 005ADD43

BEZFERLC|| BEFSEETZ
BRZFERZE| | B8 7 AEE0

BOEZE5D2

BEZTEAZ || BREFBBEE
SBSSSETS — | sazrERZS|| BRETRET2
BOEZEESE | || emzrERZC|| BEcCEEEE
BOEZEEEE — | BR27EAZ8|| BRcCER44
BOEZEETE GazFEAZ4 || BEEEEETS

Gozreaac || gscagr
ggg%ggg% BAZFEA4E|| Baz0aEd3 aaz0aads |_|
EOE2EEFE| . BEZFEA44 || BEIEEEZIZ BESEEESZ |5

B0E2e712 BEZFER4E| | pazsEEs1 BESZA0S1

* | caazcnacll Gast aada FEIr =R e =1 -




Epiphany #5:
Digital forensics and cybersecurity
go hand-in-hand




Disassembling the Communication
Protocol

Communications Keys

mou
mou
mow
moy
£{ilg
push
mou
mow
mou
mou
mou

cl, 84h

[ebp+uvar 1A], cl
[ebp+var 6], cl

ecx, [ebp+key]

eax, eax

ehx

[ebp+var 2C], 7DSCAB19h
[ebp+var_ 28], 1B9691EDh
[ebp+var_ 24], 7BA2ZB7YHBh
[ebp+var 28], BBSEB97Ah
bl, 4Dh

Assembly Language for
Message Encoding

vy

EAN L

loc_ 18882250:

{1l g [edx+ecx], bl
add BECX, PaX

cmp ecx, esi

jl cshort loc 18882258

Source: Johnson, J. “A FORENSICALLY SOUND METHOD FOR EVIDENCE
EXTRACTION FROM HEAVY TRUCK ECMS”, The University of Tulsa, 2014



Recovered Speed Data

Recovered Snapshot Speed Record

Y, Break out data in the frames and find

the Speed data ,eot°’
25 ..... [ J
L ...
15 ...
10 ... [ J
5 .... [ J
0 ®

60



PR——

Instrumentation for Comparison

Road Speed (mph)

Vehicle Speed Record Comparison

30
——J1587 Road Speed (mph)
25 —-=—Recovered EDR Speed
—eDAQ Road Speed (mph)
20 eGPS Speed (mph)
15
10
5
0

Time (sec)

15

20

25



Heavy Vehicle Event Data Recorder

Data Forensics

Customers are crash
investigators, both private
and law enforcement
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Epiphany #6:
There is a market for vehicle digital
forensics.

There's a huge black market for cybersecurity exploits.




Some Crashes Leave No Data To Recover




Epiphany #7:

There are 10 types of engineers in this world:
Those that understand binary and those that
don't.
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We never want cyberattacks to result
IN a crash. We need more talent.




Summary of Epiphanies:

. Humans are pretty good at recognizing patterns.

Understanding the vehicle network is critical to forensics.
. Messing around with vehicle networks is fun.

. Students like hand-on vehicle networking projects.
Digital forensics and cybersecurity go hand-in-hand.

. There is a market for vehicle digital forensics.

N oM AW N —

. Some people don’t understand binary.




Don't Design Systems Like This...

https://images.app.doo.gl/V3tQ3c8TYkpECKBEA



https://images.app.goo.gl/V3tQ3c8TYkpECKBEA

Thank you
Questions?e

Username : admin
Password : admin
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Simplified System Architecture Overview

https://www.zap-map.com/charge-points/connectors-speeds/
https://www.ski-doo.com/us/en/ski-doo-feeling/technologies/gauge-application.html
https://www.brandonsun.com/local/setbacks-for-snowmobilers-474917983.html
https://www.dootalk.com/threads/spare-connection-buds-diagnostic-port.903777/
https://www.freepik.com/free-photos-vectors/snowmobile-silhouette
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The cybersecurity program you
want to run

-

Motivation

https://www.google.com/url?sa=i&url=https%3A%2F %2Fwww.lanworks.com%2Fcyber-
attack-ransomware-emergency-
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urce=images&cd=vfe&ved=0CA4QjhxqFwoTCLjZpKKB9_oCFQAAAAAJAAAAABAE
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Password :
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169092%3Flang%3Dhu&psig=AOvVaw0Mg370-
AlUgSDK7edFPACJ&ust=1666637222730000&source=images&cd=vfe&ved=0CA4QjhxqFwoTCljlyM6B9_oCFQAAAA
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Problem Introduction

* Shift from Mechanical to Software based functionality [1]

* Cyber Physical Systems — Vehicles, Airplanes, Weapons Systems
Vulnerable to Cyber Attacks: (2], [3], [4], [5]

— https://youtu.be/RZVYTJarPFs

e Acknowledged need to improve Cybersecurity by Design

— ISACs for Vehicles [6], NDAA requirements for weapons systems [7]

* Need to Improve Requirements Elicitation Process for Security

— Failure of checklist approach[8]— limits functionality and design trade

space

System Theoretic Process Analysis (STPA) [9], [10], [11]

— Top-Down Systems Approach

Colorado State ! Iniversity


https://youtu.be/RZVYTJarPFs

GAO 2021 Report on Weapon System Cybersecurity

What GAO Found
. Contracting for Cybersecu r|ty requirements IS key_ Since GAQO’s 2018 report, the Department of Defense (DOD) has taken action to

make its network of high-tech weapon systems less vulnerable to cyberattacks.
DOD and military service officials highlighted areas of progress, including

° DOD gLIidance States that these reqUirementS ShOUld be increased access to expertise, enhanced cyber testing, and additional guidance.
For example, GAO found that selected acquisition programs have conducted, or

i i planned to conduct, more cybersecurity testing during development than past

treated llke Other types Of SyStem requ i rements acquisition programs. It is important that DOD sustain its efforts as it works to

improve weapon systems cybersecurity.

¢ SpeCiﬁca”Y, CyberseCU rlty reCIUirementS ShOU|d be deﬁned Contracting for cybersecurity requirements is key. DOD guidance states that
these requirements should be treated like other types of system requirements

in achiSition program ContraCtS, and criteria should be and, more simply, “if it is not in the contract, do not expect to get it.” Specifically,

cybersecurity requirements should be defined in acquisition program contracts,

esta b“Shed for accepting or rejecting the WOI’k and for hOW and criteria should be established for accepting or rejecting the work and for how

the government will verify that requirements have been met. However, GAO

. . = found examples of program contracts omitting cybersecurity requirements,
the govern ment Wl” Venfy that I‘ECIUII‘ementS have been acceptance criteria, or verification processes. For example, GAO found that
contracts for three of the five programs did not include any cybersecurity
met, requirements when they were awarded. A senior DOD official said standardizing

cybersecurity requirements is difficult and the department needs to better
communicate cybersecurity requirements and systems engineering to the users

® GAO found examples Of program ContraCtS Om|tt|ng that will decide whether or not a cybersecurity risk is acceptable.
cybersecurity requirements, acceptance criteria, or Incorporating Cybersecurity in Gontracts
verification processes. For example, GAO found that Contracts

contracts for three of the five programs did not include any

cybersecurity requirements when they were awarded. _
_ o N _ e T i
« A senior DOD official said standardizing cybersecurity reguirements the work e e et
requirements is difficult and the department needs to Source: GAD nass o DOD omatin | GAO 21179

Colorads Suatc Uiiversity



Gabe Salinger

Why SE?

. Good middle ground between Mechanical Engineering and Management
. Saw the application of SE in many fields

. Can use it in my AF job

At USAFA

. Degree in SE with a focus in Mech

«  AFSC is Pilot

. Received a fall-out GSP slot in April

. Was approved by AFIT to attend a civilian institution

. Selected CSU

Colorado State University 6 6




Cont.

Grad School (CSU):

. Dr. Daily is my research advisor (and source of funding)

. Receiving a Master’s of Science in Systems Engineering
—  Total of 30 credits (24 credits of classes, 6 credits of research)

—  One completed and defended thesis (75-100 pages)

This Semester:

. Taking three classes
— Fundamentals of Systems engineering
—  Program and Project Management

—  Aerospace Actuation Systems

. Assisting with research under Dr. Daily

Colorado State University 6 7




Questions?

Grad
School/Open
Discussion

Thank you

Colorado State University
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Increasing cyber
attacks against CPS
Systems

, Patterns Of
Behavior

- Systems
Structure

Mental Model

Design team focused
only on functionality,
cost and schedule

Security i
afterthought and IT’s
responsibility

i)

Characterization of the
Problem Space

Current problems with CPS Design Teams:
Lack of systems thinking mindset
Minimal adoption of systems thinking principles:
Holism: Lack of holistic view of a CPS
Evolution: Attackers evolve, but CPS does not

Emergence: Security is an emergent property, reductionist
approach inadequate

Feedback: Vulnerabilities emerge from feedback loops
and delays



Characterization of the Problem Space using Systems Thinking Models: CPS
Design Team

bdd [Model] Model[ As Is CPS Design Team State | J

Environment - Product Life Cycle Development

System of Interest Normal Users

«domain» «domainy
Controls Design Team «system» Mechanical Design Team &m
Security Ce s User

Complex CPS Design Team

B S =) S

: Electrical Design Team rd
«domain» 9 Careless User
Communications Design Team

: Nefarious Actors

S Eesiure_s | Security Protectipns \

| | \

| Enabling Systems | + y
i Company Resources i Critical Infrasturcture Cyber Attacker

| -
ablocks :mmk' - B gt?macks
Program Management IT Department
ablocks
Unknown Cyber Attacks




CPS Design Team Current State Systems Dynamics Model

Ease of
Exploits

Attack
Proliferation (A) Kﬂ%ﬁgéf?c}:
Vulnerabilities

(=4 .
/Threats
\_"FJCY‘DGI Attacks
+

Secure CPS
Design
Failing Current CPS Quick Fix
- Design Teams (C) Patches
Attack Response +
Ax) ®) \
Reliance on G} System
undertrained Maintenance
Cyber Staff — .
+\ Fu:?ggg)i?]ity Diagram generated

Need for Secure with VENSIM
Design ‘\/ \ software
Cost of Failure

Figure 3: Systemic Identification: Causal Loop Diagram showing complexity of CPS Design Team and CPS Security



Proposed BDD for more effective CPS Design Team

bdd [Model] Model[ Future CPS Design Team State ]IJ

Environment - Product Life Cycle Development

Normal Users
System of Interest r—
wdomains Mechanical Design Team
Controls Design Team I,
eblocks Security Conscious User

Cybersecurity Conscious Mechanical Engineers

wblocks
Cybersecurity Conscious Electrical Engineers

&
wdomains
Communications Design Team

|

| wdomains
Electrical Design Team

T

|

|

|

|

|

|

|

Careless User

!

wblocks
Cybersecurity Conscious Electrical Engineers

wdomains
Systems Engineers

wblocks
Cybersecurity Conscious Communications Engineers

I Empowers | Supports |I|'Iinimizn.=.5 Mefarious Actors
| I
i Enabling Systems ' | edomains
| Critical Infrastructure
| | ntl:tr
" company Resources I Cyber Attacker
l l Exploits wblocks
«domains wdomains Known Cyber Attacks
Program Management IT Department
wblocks
Unknown Cyber Attacks

Figure 4: SysML BDD Of Proposed Design Team Solution




Application of Systems Thinking Models for CPS Design Team

Ease of
Exploits

Artack Kn Attack
Proliferation (A) {{‘-':'.Iclmrs ©

(x4 .
Vulnerabilities
[Threats + OT Security
. \;'Cyber Attacks Fxpers

Secure CPS
Design
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- Design Teams (C) Patches
Reactive Loop - *
@ - +
Svstem u pdatgm Attack Response
o ' System Cybersecurity
* Reliance on Functionality @ System Conscious CPS +
B undertrained Design Team
Cyber Staff Evaluate
Security
’ Cybersecurity + 4 Risk Analysis (RA)
Awareness (CA) s
Cost of Failure @ Experts Mental Model
Early Design Monitoring OMM)
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+
+

3

Exchange

Knowledge
Focus on Early

Design Iterations +

Design and

Implement
Security

Techniques  +

Figure 6: Integration of solution with the problem CLD
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